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That routing security is important has long been known dollars, euros, or zorkmids — grows with the net. IP ad-
[2, 8]. The problem was described as urgent in a National dresses are a good example. Once upon a time, they were
Academies study [10]. Since then, there have been manyhanded out by one person, on request; today, elaborate jus-
proposals, including [7, 6, 1, 9, 4, 5]. None have been ac-tifications are needed, to an ISP or RIR, demonstrating an
cepted by the community, let alone deployed. adequate utilization level, numbering plan, etc. Schemes

There are many reasons for this, including simple poli- that can be built from the edges in are the most successful.
tics and turf-building. Rather than explore the reasons for
failure in detail, we instead set forth some principles that Economics
future secure routing architecture should follow. In a nut-

shell, it shouldwork. . _ The role of economics is two-fold. First, the cost of
The word “work” encompasses a wide range of notions. he defenses must be commensurate with the potential loss

Among these are realistic assumptions, deployability; eco 5ygided. Spending $1 to save $1,000,000 is obviously

nomics, operability, and (of course) security. We explore \yorthwhile; conversely, spending $1,000,000 to avert a $1

each in turn. _ _loss is dubious. The difficulty here is that neither the mag-
Note carefully that some of the points we make are, if nitude of the potential loss nor its probability are clear.
taken to their logical conclusions, mutually contradigtor More subtly, the cost burden must fall on those who ben-

Delicate compromises will be needed. This in turn suggestsefit from it. Schemes that require significant expenditures
the need for not ]ust fundamental research but also gOOdby' say, all end Systems' while protecting the |SP' are not

taste in engineering. likely to catch on.
A corollary of this is that organizations will need to
Realistic Asssumptions impose policy constraints, in order to minimize their own

costs or maximize their own revenues. Any secure routing

. . . scheme has to permit local policies to be implemented.
The real world is not a simple place. Assumptions about P P P

the control of autonomous systehmsust match reality: any -
given individual or company may control more than one As, OPerability
overtly or covertly, and may co-operate or collaborate with

other AS owners, even those that are nominal competitors. ~ The operational cost must be acceptably low. This refers
not just to direct monetary cost or complexity — which it-

- self implies higher cost — but also to dealing with failures.
Deployability More or less by definition, a secure routing scheme requires
that some advertisements be rejected. False rejectioas, du

Whatever scheme is used must be deployable. 25 yearso protocol, implementation, or administrative flaws, must
of TCP/IP and the Internet have taught certain lessons aboube handled expeditiously. Schemes where rectification of
that. Systems that require heavy, up-front infrastructure errors is harder will tend to drive customers away from the
and/or centralized authorities are harder to deploy. Evensecure network. This may imply that reliance on a central
if a central registry is conceptually necessary, it helpbef authority is unwise.
cost — in hours, interactions, and complexity, as well asin  As with direct economic costs, the operational cost must
be borne by those who benefit; more generally, communi-
of today’s type. That said, it seems very likely that therk d some such C.atlonfs should TIOW along the paths of direct business rela-
notion, if only because enterprises and ISPs will wish tatmbitheir own tionships. Providers are not beholden to random strangers,
routing. and have no incentive to correct errors on their behalf.

1We do not assume that a future routing architecture willidel AS's



Security

It may seem redundant to list security as a requirement
for a secure routing system. Nevertheless, itis important t
focus on it. “Security” can have many meanings and many
different shades. What does it mean for a routing protocol
to be “secure™? How powerful is the enemy? What percent-
age of packets must flow as intended? Must the solution be
secure against short-cut attacks? Link-cutting attacks [3
How much traffic overhead can we afford, to send multiple
copies of packets by different paths?

Once we have a definition, we can assess the strength of a
proposed solution. Ideally, this will be done formally. Bve
there, though, we must be careful; cryptographic protocols
that have been proven secure have later been cracked by
people who made slightly different assumptions [11].
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